
Safeguarding of Research and Academic Data

This statement has been compiled in response to concerns from the Internal Audit about the potential risk to the College’s reputation, resources or investment through poor or inappropriate data management.  It was considered and approved at the December 2010 meeting of the IT Advisory Group (ITAG).  Specifically, the recommendation is to ensure that adequate controls are in place for the backup and recovery of critical research and academic data.  Its purpose is to ensure that College staff are aware of their responsibilities in the safeguarding of data by:
· taking responsible ownership or stewardship of all data;
· following legal, regulatory and compliance needs (including taking account of any specific conditions imposed by a funding body to keep research data safe and confidential);

· ensuring the confidentiality of sensitive data (i.e. protecting it from unauthorised access);
· ensuring the integrity of data (i.e. keeping it accurate, complete and up-to-date); and
· ensuring the availability of data (including the use of appropriate storage and backup procedures to ensure that, in the event of loss or corruption, the data can be restored to a sufficiently recent state in a timescale that does not compromise the effectiveness, reputation or future operations of the data users).
Considerations:

IT Services (ITS) provide networked storage facilities which are regularly backed up.  These are used for the secure storage of data relating to corporate, administrative and centrally provided teaching and learning systems.  These resources are also available, where feasible, for the secure storing of research and academic data.  Additional data storage and backup facilities are available in a number of departments with locally managed IT facilities and support staff.  Data owners and stewards should always ensure that the data storage and backup facilities that they are deploying meet with their specific data protection requirements.

The use of laptops or removable media, especially memory sticks, cause significant risks of data loss or compromise.  They should be used with care and with the expectation that the machine or storage device may be lost or stolen and hence the implications that this would have must always be considered.  Use of controls such as device / operating system passwords and encryption of data files is recommended.

When collaborating with others outside the College, data owners and stewards must ensure that collaborators are aware of and follow this policy.

The use of email or other electronic transmission to transmit data is not secure and therefore should not be used for confidential or sensitive content unless additional controls (such as encryption) are applied. 
Physical transmission of data (internal or external post or courier) should always be considered insecure and so no confidential data should be sent un-encrypted. 
Where data is archived for long-term retention, arrangements need to be made to ensure it remains accessible using either future technologies and software or that the systems and software on which it resided and operated are also preserved in an operational state.

When data is no longer needed or regulatory requirements mean that it has to be disposed, this should be done in a timely, secure and environmentally friendly fashion.

You should also be aware of related College policies on data protection and network security:
Data Protection Code of Practice
http://www.bbk.ac.uk/hr/policies_services/policies_az/data_protection_code
Data Protection Policy
http://www.bbk.ac.uk/hr/policies_services/policies_az/data_protection_policy
Network Security Policy
http://www.bbk.ac.uk/hr/policies_services/policies_az/networksecurity
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